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Preface
With the ongoing telecom revolution where innovations are taking place at the
blink of an eye, it is impossible to keep the pace with the emerging trends. In
organization where ‘Making Things Right’ in the first instance is the driving motto,
perfection and accuracy are inevitable.
Excellence is an attitude that the whole of the human race is born with. It is
the environment that makes sure that whether the result of this attitude is visible or
otherwise. A well planned, properly executed and evaluated industrial training helps
a lot in inculcating a professional attitude. It provides a linkage between the student
and industry to develop an awareness of industrial approach to problem solving,
based on a broad understanding of process and mode of operation of organization.
During this period, the students get the real, firsthand experience for working
in the actual environment. Most of the theoretical knowledge that has been gained
during the course of their studies is put to test here. Apart from this, the students get
an opportunity to learn the latest technology, which immensely helps them in building
their career.
I had the opportunity to have a real experience on many aspects, which
broadened my sphere of knowledge to a great extent. I was entrusted with a real life
project, which finally made me step into the ongoing telecom revolution and
gradually I became a part of it. And all the credit goes to organization Bharti Airtel –
which in true sense made the telecom revolution happen.

3
SUSCET, Tangori

Designing of College’s Computer Network

Declaration
This is certified that the work presented in the project entitled “Designing of College’s
Computer Network” and submitted in the department of Information Technology of
this college fulfils the requirements of Punjab Technical University, Jalandhar,
Punjab, (India) for the award of the degree of the bachelor of engineering and
technology This an authentic record of my own work carried out during a period from
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Abstract
A group of PC’s physically connected through a communication medium is called a
Network. Computer Network is a communication system which links computers and
their resources. The sharing of information and resources within a network is known
as Networking.
Today a network is a part of the infrastructure at homes, small offices to huge
enterprises. Training in the telecom sector can give us an idea how huge the industry
earnings are from various networking technologies. This report provides a profile of
Bharti Airtel along with the overview of various networking technologies used at
Airtel. The report also enumerates my role in the company during the training and
briefly describes the experience gained in ‘Network Design and Monitoring’.
This report also includes details of the project “Designing of College’s Computer
Network”, wherein I have designed a complete network for SUSCET. The network
design is without any references to the existing computer network being used in the
college. The network design keeps in view services like (I) internet on each desk (ii)
Wi-Fi enabled campus (iii) interconnectivity of computers of the same department (iv)
network security via VLAN’s, access lists and firewalls.
The proposed network design uses simulator software ‘Cisco Packet Tracer 5.1’.
Details of ‘Cisco Packet Tracer 5.1’ have also been provided in this report. All the
necessary networking basics and background information has also been provided for
the sake of completeness in the ‘Appendix’ section and non experts can refer the
same.
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Chapter 1

Company
Profile

1.Company Profile
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1.1 Bharti Enterprises
“AS

WE SPREAD WINGS TO EXPAND OUR CAPABILITIES AND EXPLORE NEW HORIZONS, THE FUNDAMENTAL

FOCUS REMAINS UNCHANGED: SEEK OUT THE BEST TECHNOLOGY IN THE WORLD AND PUT IT AT THE
SERVICE OF OUR ULTIMATE USER: OUR CUSTOMER.”

-SUNIL

BHARTI

MITTAL(CEO BHARTI)
Introduction to Bharti
Bharti Enterprises has been at the forefront of technology and has
revolutionized telecommunications with its world-class products and services.
Established in 1985, Bharti has been a pioneering force in the telecom sector
with many firsts and innovations to its credit, ranging from being the first mobile
service in Delhi, first private basic telephone service provider in the country, first
Indian company to provide comprehensive telecom services outside India in
Seychelles and first private sector service provider to launch National Long Distance
Services in India. As of February 13, 2008, Bharti had approximately 60 million total
customers – nearly 56.62 million mobile and 3.38 million fixed line customers.
Its services sector businesses include mobile operations in Andhra Pradesh,
Chennai, Delhi, Gujarat, Haryana, Himachal Pradesh, Karnataka, Kerala, Kolkata,
Madhya Pradesh circle, Maharashtra circle, Mumbai, Punjab, Tamil Nadu and Uttar
Pradesh (West) circle. In addition, it also has a fixed-line operation in the states of
Madhya Pradesh and Chattisgarh, Haryana, Delhi, Karnataka and Tamil Nadu and
nationwide broadband and long distance networks.
Bharti has recently launched national long distance services by offering data
transmission services and voice transmission services for calls originating and
terminating on most of India's mobile networks. The Company is also implementing a
submarine cable project connecting Chennai-Singapore for providing international
bandwidth.
Bharti Enterprises also manufactures and exports telephone terminals and
cordless phones. Apart from being the largest manufacturer of telephone
instruments, it is also the first telecom company to export its products to the USA.
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1.2 Business Strategy
Bharti Tele-Ventures' strategic objective is
“…to capitalize on the growth opportunities that the Company believes are
available in the Indian telecommunications market and consolidate its position
to be the leading integrated telecommunications services provider in key
markets in India, with a focus on providing mobile services”.

The Company has developed the following strategies to achieve its strategic
objective:


Focus on maximizing revenues and margins;



Capture maximum telecommunications revenue potential with minimum
geographical coverage;



Offer multiple telecommunications services to provide customers with a
"one-stop shop" solution;



Position itself to tap data transmission opportunities and offer advanced
mobile data services;



Focus on satisfying and retaining customers by ensuring high level of
customer satisfaction;



Leverage strengths of its strategic and financial partners; and



Emphasize on human resource development to achieve operational
efficiencies.

1.3 Businesses
Bharti Tele-Ventures’ current businesses include  Mobile services
 Fixed-line
 National and international long distance services

12
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1.4 Current Status:

Figure 1: Bharti in the Global Scenario

Today Bharti Teletech is the major PTT supplier in South Asia. It has ISO 9002
accreditation and also an OEM for Sprint Corporation and Siemens. Its range of
products marketed under the brand name Beetel constitute a 30% market share in
India thereby making it the leader in the domestic market.
Bharti Teletech has also found a growing market in Russia, Singapore, Sri
Lanka, Romania, Bahrain, Qatar, Jordan, Dubai, Yemen, Oman, Uganda, Nigeria,
Tanzania, Seychelles, Zimbabwe, South Africa and USA

1.5 Highlights of history, collaborations and achievements
1996






BTNL’s winning bid for Madhya Pradesh Service Area for Fixed Line
telephone services.
Formed Casio Bharti Mobile Communications Limited a joint venture with
Casio & Mitsui of Japan to manufacture & market Radio Pagers.
Formed Bharti Duraline Pvt. Ltd., a Joint Venture with Duraline Corporation,
USA to manufacture HDPE Ducts.
Formed a Joint Venture Company Bharti Tele-Ventures Ltd. With Telecom
Italia, Italy to promote various telecom projects in India.
BTNL commercially launched cellular services in Himachal Pradesh.

1997
13
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Telecom joined the Consortium of Bharti Cellular.
 BTNL granted License for Madhya Pradesh Fixed Line services.
 Bharti & BT formed a joint venture Bharti BT Limited for a VSAT project.
 Bharti Global granted the license to operate comprehensive telecom services
in Seychelles as Second Operator.


1998
First ever Indian Private Fixed Line Service launched in Indore, Madhya
Pradesh on 4th June, 1998 by BTNL.
 Bharti BT Internet Limited formed to offer Internet & E-Commerce Services in
collaboration with British Telecom.
 Services launched in Seychelles on 12th December, 1998.
 British Telecom consolidated its shareholding in Bharti Cellular.


1999
Bharti BT Internet launches Mantra Online Internet services in May.
 EM Warburg Pincus, one of the largest International Private Equity Investors,
joins BTVL.
 Acquired controlling stake in J T Mobiles – Cellular Operator in Andhra &
Karnataka (Now Bharti Mobile Limited).
 Intel takes Equity stake in Bharti Tele-Spatial and Bharti Telesoft.


2000






New York Life International takes stake in Bharti Cellular.
Launch of AIRTEL and MAGIC brands in Karnataka and Andhra Pradesh.
Bharti Telesoft opened its overseas offices in UK & USA.
Acquire controlling stake in Skycell, Chennai
Singapore Telecom decides to invest in Bharti and becomes partner in BTL &
BTVL.

2001
 Entered into a joint venture with Singapore Telecom Intentional for Submarine
Cable project between India and Singapore
 Acquired cellular operation from Spice Cell in Kolkata.
 Acquired eight cellular licenses as fourth operator for the circles of Mumbai,
Maharashtra, Gujarat, and Haryana, UP (West), Kerala, Tamil Nadu and
Madhya Pradesh.
 Acquired four licenses to offer basic services in Delhi, Haryana, and Tamil
Nadu and Karnataka circles.
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 Bharti launches India’s first private sector national long distance service under
the brand name India One
 Bharti Launched Touchtel in Haryana.
2002
Bharti launched cellular services in Punjab
 Bharti listed on the National stock Exchange, Bombay Stock Exchange and
the Delhi Stock Exchange on February 18, 2002.
 Bharti received a letter of intent from the Government of India to provide
international voice services.


2003
GPRS launched successfully in Punjab.
 Bharti launches MMS and GPRS services in its cellular service.
 Bharti merges its fixed line, long distance and broadband services into one
Bharti Infotel Ltd.
 Bharti started its internet service under name Mantra Power Net.


2004
 Bharti got licenses to operate in three new circles, namely:o Jammu & Kashmir
o Uttar Pradesh (East)
o Rajasthan
 Bharti CEO & MD Mr.Sunil Bharti Mittal was named among the top 200
billionaires of the world by TIMES Magazine with a net worth of $ 6.6 billion.
2005
Airtel becomes the first GSM operator in the country to cross the 10 million
customer milestone
 Bharti launches India's largest GSM mobile service - Airtel in West Bengal
 Airtel wins the “World Communications Best Brand Award”

Airtel creates history again Bharti Teletech introduces new standards of
cordless telephony in India


2006
Airtel to launch 3G in Seychelles
 Bharti announces agreement with Vodafone marking the entry of the World's
Largest Telecom Operator into India
 Bharti Enterprises and AXA Asia Pacific Holdings Limited announce
partnership for a life insurance joint venture in India
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Nokia and Bharti sign managed services and GSM/EDGE expansion contract
in USD 125 million deal
 Airtel Launches future factory - Centres of Innovation to Incubate Pioneering
Mobile Applications


2007






Bharti Enterprises announces new Apex level Strategic Organization structure
Bharti announces strategic roadmap for its Retail venture
Global money transfer pilot project launched in India by Bharti and GSMA
Bharti Group has an arrangement to buy 5.6% direct interest of Vodafone in
Bharti Airtel Limited for US$1.6 billion
Sunil B. Mittal chosen for this year’s Padma Bhushan Awards

2008






Guernsey Airtel launches services
Manoj Kohli inducted into the GSM Association Board
Sunil Bharti Mittal awarded Global Telecom Sector’s highest honour
Bharti Airtel crosses the 60 million customer mark
Leading Private Equity firm Kohlberg Kravis Roberts & Co. (KKR) to invest
USD 250 million in Bharti Infratel

2009 (Till date)
 Media statement from Bharti Airtel Limited
 Bharti Airtel and Alcatel-Lucent form Managed Services Joint Venture for
Broadband and Telephone Services
 Bharti Airtel Limited FY 2009: Revenue growth of 37%; Maiden dividend
announced
 Bharti Telesoft Adopts a New Name – Comviva
 Sunil Mittal Joins the Carnegie Endowment’s Board of Trustees
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1.6 Northern Region
After touching the hearts of more than 1 million customers and winning the
Techies Award for Best Cellular Services for four consecutive years, Bharti Cellular
reached Punjab- the land of colours, festivals, industrious people and emerging
opportunities, Haryana- the place of handicrafts & textile industry, and Himachal
Pradesh- the ultimate destination for nature lovers. Punjab is said to have been a
sweet home-coming for Bharti, launched on Feb 8,2002. With over 25000 bookings
on day 1 to having 50,000 customers in just 75 days it put itself on the expressway to
success, a position that has only been strengthened by the recent landmark of
having more than a million subscribers of its cellular service in Punjab alone, thereby
usurping competitors in Himachal, and with grand start in Haryana, Bharti is here to
take care of communication needs and live up to the true spirit of Northern Region of
Excellence.
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Figure 2: Bharti’s network in India

Figure 3: Bharti’s expansion in India

1.7 Departments at a glance
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Figure 4: Departments at Bharti

1.8 Information Technology department hierarchy
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The IT department hierarchy is shown below.

Figure 5: Hierarchy of IT department
IT department has four main streams:
 Networking
 Server
 Help Desk
 Billing
I have done my training in Networking.
A brief about the working of IT department:
IT services of Bharti have been mainly outsourced to IBM. All the teams working in
different sub departments report to a IBM IT head and the IBM head reports to a
team leader of IT from Bharti as well as the Head of IT from Bharti. However the
technical network of IT department has been outsourced to Ericsson. The
technology and expertise is offered by Ericsson and network is maintained and run
by IBM team.
20
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•

Networking- The networking department handles two kinds of
networks:

1. Technical Network- This network comprises of the main billing network of
Airtel. All the calls that are billed in the northern region are converged to
Mohali office, from where the data is again routed to Delhi office where the
actual billing server resides. This network is continuously monitored and
maintained, as any outage in this network would lead to huge revenue loss to
Bharti. For this purpose various monitoring reports consisting of valuable data
are analysed and accordingly changes are made in routing traffic or even
sometime changes in the design of network are also considered. My role in
the company was of “Network Design and Monitoring” where I was a part of a
four member team. This network is handled by Ericsson and IBM.
2. Inter-office network- This is basic network of the complete office which
consists of inter as well as intra department connectivity of computers. This
network is completely managed by IBM.
•

•

•

Server- The server team manages various servers like
departmental servers, consisting of vital data and even email
severs like IBM Dominos.
Help Desk- The IT help desk takes care of all the IT related
issues like software troubleshooting, unavailability of system, or
repair of hardware.
Billing- This department ensures 100% bill accuracy of data for
all the Bharti customers

1.9 My role in the department
Any good network needs continuous monitoring and maintenance. For this purpose
a complete procedure has been designed. Everyday a monitoring team prepares
report of various networking areas. As Bharti has connectivity to all its networks
throughout the country using OSPF routing (See Appendix page 69), a report of all
the working links and their average up time is prepared. A sample report is shown
below.
SiteName
Mohali
Jalandhar
Ludhiana

Class
A
B
C

Optimumuptime
99.99%
96.78%
93.45%

Averageuptime
99.98%
97.87%
81.62%

Severity
Medium
low
High

Figure 6: Sample monitoring report of a month
Such reports are prepared on both daily as well as monthly basis. The Network
Administrator has to make sure that the average up time of high priority sites
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remains up; else it may result into a major outage in the near future. The sites are
given priority according to the traffic routed through them.
In order to rectify such problems either the ports allocated to various networks on the
switches are changed or the data routing is done via some other site. This involves
certain changes in the network design and routes.

Introductio
n to Project
Note: - Since network monitoring constitutes sensitive data, it is considered to be
confidential for an organization. More information in this section is not permissible.

Chapter 2
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2.Introduction
2.1 Overview
During the twentieth century, the key technology has been information gathering,
processing and distribution. Among other developments, we have seen the
installation of worldwide telephone networks, the birth and unexpected growth of the
computer industry, and the launching of communication satellites.
As we moved towards the end of this century, these areas have been rapidly
converging. The merging of computers and communication has had a deep influence
on the way computer systems are organized. The old model of a single computer
serving all of the organization needs, is rapidly being replaced by one in which a
large number of separate but interconnected computers do the job. These systems
are called computer networks.
2.2
What is a network?
Tanenbaum defines a network as ‘an interconnected collection of autonomous
computers’. Two computers are said to be interconnected if they are capable of
exchanging information. Central to this definition is the fact that the computers
autonomous. This means that no computer on the network can start, stop, or control
another.
2.3

Need for networking

Network goals:
23
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Resource Sharing- The aim is to make all programs, data and peripheral available
to anyone on the network irrespective of the physical location of the resources and
the user
Reliability- A file can have copies on two or three different machines, so if one of
them is unavailable (hardware crash), the other copies could be used. For military,
banking, air reservation and many other applications it is of great importance.
Cost factor- Personal computers have better price/performance ratio than micro
computers. So it is better to have PC’s one per user, with data stored on one shared
file server machine.
Communication Medium- Using a network, it is possible for managers, working far
apart, to prepare financial report of the company. The changes at one end can be
immediately noticed at another and hence it speeds up co-operation among them.
Note: - For more details on networks and their uses refer to Appendix-I

2.4 Why College Computer Network?
After my experience at “Network Design and Monitoring” in IT department of Bharti
Airtel, designing a complete network right from scratch was my next target. Since
company had already an established network and a new network establishment of
that scale was beyond my scope.
A college network is one such part of the infrastructure that each student accesses in
his or her college. At a personal level one always wishes to know how it works.
Designing such a network was challenge especially when one has just learnt the
basics of designing. Adding features such as internet access to all and network
security etc. involves deep understanding of networking and working of each
networking component. The project had loads of learning experience and
opportunities to offer.

2.5 Challenges
The challenges mainly lie in various areas of network design
•

Designing a fault tolerant network topology

•

Insuring minimum traffic and collisions.

•

Allocating IP’s according to requirement as well as keeping in mind network
expansion.

•

Designing a network with minimum number of hops to ISP.

•

Establishing a LAN as well WLAN (Wi-Fi) network.

24
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•

Strengthen network security to insure immunity towards hackers and cyber
attacks.

•

And with the implementation of firewall, the Access Lists network becomes
very strong, safe and secure.

Network
Architectur
e
2.6 Goal of this project
The goal of this project is to create a prototype of a working college network with the
following features:
(i) Internet on each desk
(ii) Wi-Fi enabled campus
(iii)
Interconnectivity between computers of the same department
(iv)Network security via VLAN’s, access lists and firewalls.
(v) Maintaining cost effectiveness.

Chapter 3
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3.Network Architecture
3.1 The Basic Architecture
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Implementati
on
Figure 7: Basic Architecture of College network
The basic design of this network consist of four segments:
1. ISP
2. Router or Layer 3 switch
3. Layer 2 switch
4. LAN of college

3.2 Summary
In this architecture the ISP is connected to a Router or a Layer 3 Switch. In the
actual project preference has been given to Layer 3 switch instead of the router as it
supports up to 24 LAN ports along with the features of routing. This helps in network
expansion and makes the project more cost effective. The Layer 3 switch has been
configured to contain VLAN of each department, in order to make it more secure.
Then all the VLAN have been transferred on to a Layer 2 switch using a trunk link
(See Appendix page 77). From the Layer 2 switch the network is further expanded to
various LAN’s of different departments. Access Lists have been enabled on the
Layer 3 switch in order to avoid unnecessary data transfer of one department to
another via the network.

Chapter 4
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4. Implementation
The complete project has been designed and simulated using the Cisco Packet
Tracer 5.1. A brief description of the software along with its features follows:

4.1 Cisco Packet Tracer
Cisco Packet Tracer is a powerful network simulation program that allows students
to experiment with network behavior and ask “what if” questions. As an integral part
of the comprehensive learning experience, Packet Tracer provides simulation,
visualization, authoring, assessment, and collaboration capabilities and facilitates the
teaching and learning of complex technology concepts.
Packet Tracer supplements physical equipment in the classroom by allowing
students to create a network with an almost unlimited number of devices,
encouraging practice, discovery, and troubleshooting. The simulation-based learning
environment helps students develop 21st century skills such as decision making,
creative and critical thinking, and problem solving.
Packet Tracer complements the Networking Academy curricula, allowing instructors
to easily teach and demonstrate complex technical concepts and networking
28
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systems design. With Packet Tracer, instructors can customize individual or
multiuser activities, providing hands-on lessons for students that offer value and relevance in their classrooms. Students can build, configure, and troubleshoot networks
using virtual equipment and simulated connections, alone or in collaboration with
other students. Most importantly, Packet Tracer helps students and instructors
create their own virtual “network worlds” for exploration, experimentation, and
explanation of networking concepts and technologies.
Features
Cisco Packet Tracer includes the following features:
• Makes teaching easier by providing a free, multiuser environment for instructors to
easily teach complex technical concepts
• Makes learning easier by providing a realistic network simulation and visualization
environment
• Provides authoring of learning activities, tasks, labs, and complex assessments
• Supports lectures, group and individual labs, homework, assessments, case
studies, games, and competitions
• Supplements real equipment and enables extended learning opportunities beyond
physical classroom limitations
• Simulates continuous real-time updates of underlying network logic and activities
• Empowers students to explore concepts, conduct experiments, and test their
understanding
• Promotes social learning through a network-capable (peer-to-peer) application
with opportunities for multi-user competition, remote instructor-student interactions,
social networking, and gaming
• Supports the majority of protocols and technologies taught in the following
Networking Academy curricula: Cisco CCNA® Discovery, CCNA Exploration, and
CCNA Security, and can also be used to teach concepts from IT Essentials and
Cisco CCNP® courses
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Figure 8: User Interface of Packet Tracer 5.1

4.2 The Design
The user interface of Packet Tracer is very simple and user friendly. With its drag
and drop interface one can easily start designing the network. The procedure for the
implementation has been given along with the screen shots

Planning
While designing a network a network administrator has to take consider the following
aspects.
• Designing a fault tolerant network topology- Our college network topology is
hierarchal in design and since LAN is a broadcast network, a tree topology
has been implemented.
• Insuring minimum traffic and collisions- In order to achieve this goal switches
have been used in network segments where heavy traffic is involved.
• Allocating IP’s according to requirement as well as keeping in mind network
expansion- Each department has been allocated a different network IP series
with /24 subnet masks (See Appendix page 49). This insures network
expansion as well as efficient segmentation.
30
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•

•
•

•

Designing a network with minimum number of hops to ISP- The network had
been designed to have just three hops from any PC to the ISP, and to any
other computer it has at most two hops. This make network troubleshooting
also easier.
Establishing a LAN as well WLAN (Wi-Fi) network- A separate Wi-Fi VLAN
has been created and has been expanded using wireless access points.
Strengthen network security to insure immunity towards hackers and cyber
attacks- Firewalls on computers and access lists on switches have been
configured to prevent breach of network by defaulters.
Maintaining cost effectiveness- The total cost of deployment of such network
is approximately Rs.4.5 lakhs which includes cabling and other equipment,
which is almost bare minimum for network with such goals.

Using packet tracer for building the network
The procedure to add a module in Packet Tracer has been described below along
with its snap shots
(I) Select any device (say a switch) from the device selection box and bring the
mouse to the logical network area and place it anywhere you like by simply clicking
it.
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Figure 9: Using Packet Tracer-1

Figure 10: Using Packet Tracer-2
(ii) Similarly add another module
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Figure 11: Using Packet Tracer-3
(iii) Connect the devices by choosing a suitable cable (See Appendix page 44 for
details on cabling) by clicking on the lightening icon of the device selection box.

Figure 12: Using Packet Tracer-4
The links will be orange initially and will then change to green- indicating that they
are up.
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(iv) The device can then be configured using the Cisco IOS provided in the device. It
can be access by double clicking on the device and then clicking on to the CLI tab .

Figure 13: Using Packet Tracer-5

Figure 14: Using Packet Tracer-6
(v) Using the above four steps we can design, develop and configure any kind of
network that we want. The development also involved configuration of VLAN’s and
use of access lists (See Appendix page 69 and 80 for details).
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The final Network
The final network configured is shown below:

Figure 15: The final Network

Chapter 5
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Results

5. Results
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5.1 Network Testing
The ‘Packet Tracer’ is specifically designed for simulation and testing of networks. It
has two modes:
1. Real Time mode
2. Simulation mode
The testing of network can be performed in both the modes. In real time mode we
can access any PC, switch or router and using its command line interface we can try
commands like ‘ping’ and ‘tracert’ to check whether the network is working in the
desired fashion. Whereas, in simulation mode we can actually trace a complete
packet from its source to destination using ‘Forward and Capture’ technology
provided by the simulator.
A sample testing using both the modes has been shown below:
Real Time mode:

Figure 16: Testing network in real time
mode
Simulation mode:
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Figure 17: Testing network in
simulation mode

5.2 Results of Testing
The complete network including all its features was tested under both the modes and
all the problems faced were rectified. The tests were also carried out on physical
devices such as switches for concept of access lists, as the packet tracer doesn’t
support some of the security features. The network was found to be secure, strong
and safe for use.
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Chapter 6

Conclusion
and Future
Work
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6. Conclusion
6.1 Conclusion
The proposed prototype of network based on peer to peer model (See Appendix
page 44 for details on networking models) has been successfully implemented using
the simulator. With the help of various security constraints security has been
provided to the network. The attempt to achieve all goals of the network design has
been successful. A secured communication between the various clients has been
provided.

6.2 Future Work
Although the proposed Network was developed successfully yet there is of scope for
further enhancements and improvements. The project can be extended by adding
features such as data warehousing and data mining specific to educational
institutions. The features like Confidentiality, Integrity and Non-repudation, Role
management and Rule Management can be implemented using Access control list
(ACL) that will further make our network secure and free from active and passive
attacks. We can implement a Network based firewall in IDS. Combining all these
features it will act as a secured network for an organization. The network can also be
extended to include other in campus and out campus colleges which are sister
concerns

of the

same

management.

This

will

provide

us

inter

college

communication.
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Appendix
Basics of Networking

Networking
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Meaning of Network: - A group of PC’s physically connected through a
communication is called a Network. Computer Network is a communication systems
which links computers and their resources.
Networking:-The sharing of information and resources within a network is known as
Networking.
Advantage of Network: - Reason for using the networking is resource sharing. For
example:a)
Software sharing
:(RDBMS, OS etc.)
b)
Hardware Sharing
:(CDROM, PRINTER, MODEM, HDD etc.)
Types of Network: - Basically three types of networks are used :
1)
Local Area Network (LAN) :-If a number of computer are connected using
cable within a floor of building then this type of network is called LAN.
2)
Metropolitan Area Network (MAN) :-If we use telephone line and modem to
connect two LAN’s then this type of Network is called MAN.
3)
Wide Area Network (WAN) :-It has wired as well as wireless connections, it is
generally used to communicate with other countries and at long distances. We use
satellites to communicate with each other.

i.

Networking Topology

Meaning of Topology: - Topology means the physical arrangement of computers in
a network. We have the following types of topologies which are commonly used:1. Bus Network Topology
2. Ring Network Topology
3. Star Network Topology
4. Tree Network Topology
5. Mesh Network Topology
6. Hybrid Network Topology
The topologies which are mostly used in networks are as follows:
Bus Network Topology
In bus topology all the computers are connected with a single wire for a network. The
message is broadcast on the network. There is a T-connector to attach wires. To
attach each computer with network there is a BNC (Barrel Knack Connector,
Bottle Knack Connector, British Nabel Connector) connector. In this we use
coaxial cable.
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We use 2 50 Ω connectors called terminators at both ends to stop the data
signal. If the signal travels continuously on the network it is called bouncing.
Client

Terminator
Star Network Topology
In star topology all the computers are connected to each other through a centralized
device called HUB. Maximum distance of a client from a hub is 100 m. In star
network we use RJ – 45 connector and Twisted Pair cable.
There are two types of twisted pair:(i)
STP (Shielded Twisted Pair)
(ii)
UTP (Unshielded Twisted Pair)
Normally we use UTP cable but in area, where the EMI is more, we use STP cable.
For example in Factories and Industries, where data wires and electricity wires are
wired together. There are five categories of STP/UTP cable. Those are from cat -1 to
cat -5. In telephone lines we use cat -3 cable, which is three twisted per feet and its
speed is
10 Mbps and the connector is RJ – 11. To data transfer we use cat -5
cable because its speed is 100 Mbps.

HUB

Client

ii.

Networking Media

We use special networking cables for networks. Two different cables are used as :1.Coaxial Cable :-Coaxial cable consists of an insulated copper conductor
surrounded by a tube shaped copper braid outer copper tune and the inner
conductor have the same axis of curvature hence it called coaxial cable. It is
basically of two types :
i.
BROADBAND SIGNAL CABLE (RG – 59)
ii.
BASEBAND SIGNAL CABLE (RG – 58)
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We use Baseband signal cable in Networking of Computer. Its speed is 10 Mbps
and impedance is 50 Ohm
2. Twisted Pair Cable :- It’s also divided into types:i.
SHIELD TWISTED PAIR CABLE (STP) :- In this an extra wire which is
called shielded wire is wrapped over the inner cover which holds copper
in pairs.
ii.
UNSHIELDED TWISTED PAIR CABLE (UTP) :- In this type of wire no
shielded cover is there for extra protection from noise.
We generally use the Cat 5 cable of speed 100 Mbps in networking.
3. Fibre Optical Cable:- Fibre optic cable consists of a very fine fiber made from two
types of glass, one for the inner core and the other for the outer layer. That is
transmitted as light through it.

iii.

Cabling

In cat-3 we use 2 pairs or 4 wires, which are used in telephone. In cat-5 there are 4
pairs or 8 wires. In a pair of wire there is one wire, which is fully coloured called solid
and second is colour with white colour called stripe. We measure the cable length in
10 base 5 form, in which 10 means speed, base means band and 5 means 500 m.
In 8 pin connector pin no. 1,2,3,6 are used for transmit data on a network.
Connection: Hub- to- PC: - To transmit data from a Hub to PC, we use straight
cabling.
(ii)
PC- to- PC: - To transmit data from a PC to PC, we use cross cabling.
(iii)
Hub- to- Hub: (a) In this type of attachment we attach two hubs, to transmit data from
a Hub to Hub, we use cross cabling. But we can attach only 14
PCs with two 8 ports Hub i.e. 2 ports are wasted.
(b) In this type, we use uplink to attach/connect two hubs. It is an extra
port in a hub. In this we attach an uplink to a normal port. When we
attach any PC to uplink, we use cross cable, instead of straight
because uplink is cross by default which change it into straight.
In straight cabling we connect wires sprightly but in this only 10 Maps data can be
transmit not 100 Mbps. In cross cabling 1st wire is attached with 3rd (1-3)and 2nd with
6th (2-6). We can also called it rule 13 – 26.
(i)
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Standards of Cable
Cabling standard is defined by the US Telecom.
(i)

586 –A

original

(ii)
changed

586 –B

original

changed

1.

Green – White (GW)

GW

OW

OW

2.

Green (G)

G

O

O

3.

Orange – White (OW)

OW

GW

GW

4.

Orange (O)

B

G

B

5.

Blue – White (BW)

BW

BW

BW

6.

Blue (B)

O

B

G

7.

Brown – White (Br W)

BrW

BrW

BrW

8.

Brown (Br)

Br

Br

Br

Wire attached with pin no. 1 is called TIP. For wiring we use Crimping tool.
Normally we use 586 – A Changed standard because changed sequence support all
the networks but the original standard does not support networks, which have used
all wires.
Network Interface Card (NIC) :-It’s also called LAN card. We use them to make a
Network. They are fixed into PC’S and make them able to understand that how to
communicate over a network.
They are of following types :Coaxial cable is used to connect each other and they have inbuilt BNC
Socket. They use twisted pair cable to communicate and they have inbuilt RJ-45
Socket.
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Model of Networking
We have many types of networking models.
1. Client – Server Model:In a Client server model we have one server and many clients. A Client can
share the resources of server but a server of client cannot share the resources on
other client.
On the point of view of administrator it’s very easy to control the network
because we combine with the server also at security point of view. It is very useful
because it uses user level security in which user has to remember only one
password to share the resources.
2. Peer to Peer (Workgroup Model) :In this model every computer is capable to share its resources with each
other. There is no client and no servers. Every computer share resources with each
other.
On the point of view of administrator it’s very difficult because every computer
shares their resources with each other and they are dependent on each other. Also
at security point of view it’s not safe because it used share level security in which
every recourse have their own password and every user have to remember all
passwords of all the devices which is very difficult.
3. Domain Model:It is a mixture of client server and peer-to-peer model. In this clients can share their
resources as peer-to-peer but with the permission of the server as in client server
model therefore it is commonly used model because in this security is more as we
can put restriction on both server and clients.
To use these models we have two types of Networking software available as:1) SERVER SOFTWARE
2) CLIENT SOFTWARE
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OSI (Open System Interconnection) Model
OSI is the most accepted model for understanding network communication. It has
seven layers for communication as:1. Physical Layer
It is the layer at which the wires are used for transferring the data in the form of
electrical signals.
2. Data Link Layer
It is the layer at which the data is converted into packets or packets are combined to
form data at other computer.
3. Network Layer
It is the layer which provides the route for the data to be transmitted on the network.
Routers are working on this layer in a Network. They decide the shortest path a data
will take.
4. Transport Layer
It is the hyper, which is used for error correction.
5. Session Layer
It’s the layer which checks the password and user rights whenever user try to login in
the network.
6. Presentation Layer
It is the layer which converts the data into presentable form.

7. Application Layer
Application layer is the layer at which the user is working.
Definition of Packet
It is the smallest unit of data which has the address of the destination computer and
ID which tells the data link layer that how to combine them.
Protocols
These are predefined rules for communication between computers. Any two
computers which have to communicate with each other should have same protocol.
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Protocols are of following types:1. TCP/IP :- TRANSMISSION CONTROL PROTOCOL / INTERNET PROTOCOL
2.IPX/SPX :- INTERNET PACKET EXCHANGE / SEQUENCE PACKET
EXCHANGE.
3. NETBUI :- INTERNET BASIC EXTENDED USER INTERFACE.
4.APPLE TALK :- USED IN APPLE COMPUTERS WHOSE O.S IS MACITOSH.
Difference between TCP/IP, IPX/SPX and NETBEUI:-

S.N

TCP/IP

IPX/SPX

It uses complete address to

It used numbers to

It used computers

identity computer on a different

identity on a network.

to identity the

It is used in medium

network.
It is used in small

networks

networks.

It requires maximum

It requires minimum

It requires no

configuration which includes IP

configuration and

configuration.

Addresses, Subnet Mask,

includes frame type:-

Default Gateway

a. Ethernet- 802.3

4.

TCP/IP is the slowest

b.Ethernet-802.3
It has medium speed.

It is the fastest.

5.

It is routable.

It requires special

It is non routable.

It is used by Win 9X, WIN NT,

routers
It is used by NOVEL

It is used by

LINUX, UNIX, NOVELL

Land WINNT

Operation systems

O.
1.

2.

3.

6.

network
It is used in Internet

NET BEUI

like WIN 9X,
WINNT AND
NOVELL

TCP/IP Overview
The TCP/IP is a network protocol which provides communication across computers
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with diverse H/w architectures and various OS. It provides high-speed
communication links using packet-switching networks to government agencies,
universities and corporations. Microsoft TCP/IP is a routable enterprise network
protocol. Mostly OS use TCP/IP protocol for communicating.
IP-Address
An IP address is a unique, numeric identifier used to specify a particular host
computer on a network, and it is part of global, standardized scheme for identifying
machines that are connected to the internet. Each computer running TCP/IP requires
IP address. IP addresses consist of four numbers between 0 to 255, separated by
periods, which represent both the network and the host machine. It is 32 bits long.
If we change IP address, then after changing the IP address the network is
not enabled. Then in case of Win 98 restart the system and in case Win 2k/XP, once
disable the LAN and then enable again.
There are five classes of IP address.
1. Class –A: - In this class first 8 bits are used for network address and
the last 24 bits are used for host address. The range of first 8 bits is
from 1 to 126. The first part of the IP address is not representing by 0
and the 127 is used for loop back function. The other numbers can be
between 0 to 255.
2. Class –B: - In this class first 16 bits are used for network address
and the last 16 bits are used for host address. The range of first 8 bits
is from 128 to 191. The other numbers can be between 0 to 255.
3. Class –C: - In this class first 24 bits are used for network address
and the last 8 bits are used for host address. The range of first 8 bits is
from 192 to 223. The other numbers can be between 0 to 255.
4. Class –D: - This class is used for multicasting means video
conferencing. The range of first 8 bits is from 224 to 239.
5. Class –E: - This class is under R & D (Research & Development).
Subnet Mask
It is a network in a multiple network environment that uses IP address derived from a
single network ID. Using subnet mask an organization can divide a single large
network into multiple physical networks and connected them with routers. A router is
a device that is used to connect networks of different types, such as those using
different architectures and protocols.
A subnet mask is used to block out a partition of the IP address so that
TCP/IP can distinguish the network ID from the host ID. When TCP/IP host try to
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communicate, the subnet mask is used to determine whether the destination host is
located on a local or a remote network. Subnet mask is 32 bits.
Class – A

255.0.0.0

Class – B

255.255.0.0

Class – C

255.255.255.0

Normally Class – C subnet mask is used.
Default Gateway
For communication with a host on another network, we use gateway. Default
gateway is address of router. In a network without router or in a local network, we set
it blank.
We can configure TCP/IP properties manually or automatic.
File System
A file system is the method used by an OS to manage the data on a drive. To make
different drive or partitions, we use FDISK command. To make tracks & sectors on a
drive, we use FORMAT command. The OS uses only one file system for an entire
logical drive. Types of file system:
1. CDFS: - It is Compact Disk File System. It is read only and used to read the
contents of CD – ROM. It is supported by all OS. In some OS we need to
install it like in DOS but in OS like 9x it automatically installed.
2. UDF: - It is Universal Disk Format and read only file system used to read the
contents of DVD.
3. HPFS: - It is High Performance File System which comes only in Win NT 3.5.
4. FAT 16: - FAT is File Allocation Table and 16 means it used 16 bits or 2 Bytes
to make each entry. It is supported by all OS so it is also called universal file
system.
5. FAT 32: - This f/s use 32 bits to make each entry. But it is not supported by
DOS, Win 95 and Win NT.
6. NTFS:- NTFS supersedes the FAT file system as the preferred file system for
Microsoft’s Windows operating systems. NTFS has several improvements
over FAT and HPFS (High Performance File System) such as improved
support for metadata and the use of advanced data structures to improve
performance, reliability, and disk space utilization, plus additional extensions
such as security access control lists (ACL) and file system journaling.
Features of NTFS
There are many useful features of NTFS file system over FAT.: 52
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Feature

NTFS

FAT 32

FAT 16

√ (12 permissions)

X

X

√

√

X

16EB

32GB

4GB

2:1

X

X

level)

√

√

X

5. Long file name

√

X

X

6. Local security

64 bits

32 bits

16 bits

7. Cluster size

√

X

X

8. POSIX support

√

X

X

9. Support Macintosh

√

X

X

√ (chkdsk)

X

X

10. Volume set

√

X

X

extension

√

X

X

11. Hot fixing

√

X

X

12. Recoverable f/s

√

X

X

13. Encrypting f/s

√

X

X

14. Disk Quota

√

X

X

1. File level security
2. Speed to access files
3. Huge partition
4. Compression (file

files
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Internet Sharing

ICS (Internet Connection Service)
ICS is a feature to use internet on the network. It is an in-built feature. This feature
used in small network. This feature come Win 98 SE onwards i.e. in Win 98 SE, Win
Me, Win XP, Win 2k.
WIN Proxy
Software proxy is third-party software. It is also used for internet sharing but on a big
network. There are many software proxy like Win proxy, Spool proxy, MS- proxy,
Browser – gate, Ezasy Proxy, Netscape Proxy, Win gate etc. Among all of these, we
normally use Win proxy. There are five versions of Win proxy which are 1, 2, 3, 4
and 5.
Features of Win Proxy
1. In built DHCP server (comes version 3 onwards)
2. In built Anti – virus (comes version 3 onwards)
3. Automatic Anti – virus update
4. Viewing active connection
5. IP – address restriction
6. Web site restriction
7. Site termination (comes version 3 onwards)
8. Multiple Protocol support
9. Enable logging
10. In – built socks 4 and socks 5
Yahoo messenger use HTTP proxy, but MIRC or MSN messenger use socks to
communication.
Hardware Proxy
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HUB
H/w Proxy
Com1
Modem
UTP(100 Mbps)

Phone line

Com2

It is a hardware device, which use dedicated hardware. It also uses a dedicated
IP address given by manufacturers. There is no driver required in H/w proxy.
There are two models of hardware proxy, which is launched by D – Link.
(i) DP – 601
(ii) DP – 602
DP – 601: - It is an H/w proxy, which has in – built modem. It is cheaper than
other. It is slow in speed. We cannot attach any extra external modem in this type
of proxy. If there is problem in server then both the server and modem damaged.
DP – 602: - It is an H/w proxy, which has COM port to attach external modem.
We can use two modems, when there are more users. Then we need two phone
lines also. These two modems also load balancing.
DHCP (Dynamic Host Control Protocol)

It is used to auto assigned IP addresses to TCP/IP clients. But we need to give static
IP address to DHCP server manually. We can install DHCP only on Win NT server or
Win 2k server. There may be any OS on client computer. There must be TCP/IP
protocol on both sides. On client computers, in TCP/IP properties, we select
‘Automatic IP address’ instead of manually.
DNS (Domain Name Service/System)
First internet is used by US army, which is called ARPANET. It has maximum 100
clients. It is used only on CUI. There is a HOST file used to internet. DNS introduced
in 1984. It is based on Hierarchical structure, which is introduced in MS-DOS 2.0.

Hierarchical structure
Root domain

(.)
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Top level domain

edu org

gov

Second level domain
Third level domain
Sub-domains

com
yahoo

mail

mil

net(most used by ISP)
rediff

chat

sub-domins

DNS resolves host name to IP address
Features of DNS
1. It is fully integrated with Active Directory service.
2. In a pure Win 2k network, we did not require WINS. DNS will solve the
purpose of WINS.
3. Faster for communication.
4. More than one DNS solve the purpose of Load balancing & Fault tolerance.
5. DDNS (Dynamic Domain Name System)

Internet Connection & Communication
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Dial up connection
If there is internal modem, then it show at booting time and then in device manager.
Internal modem always installed on COM3 automatically.
VPN (Virtual Private Network)
It is a private, encrypted connection between two computers that can communicate
with each other using TCP/IP. We need to create both VPN and incoming connection
for communicate. The transmission through VPN is much slow.
Requirements of both sides:1. TCP/IP protocol
2. Internet connection
3. Modem
4. VPN wizard configuration (IP address, user name, password)
Hyper Terminal
Hyper Terminal is used to transmit data from one computer to another computer
through phone without internet connection. It is fast in communication &
transmission.

Routing Basics
Router
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A router is a networking device whose software and hardware are usually tailored to
the tasks of routing and forwarding information. For example, on the Internet,
information is directed to various paths by routers.
Routers connect two or more logical subnets, which do not necessarily map one-toone to the physical interfaces of the router. The term "layer 3 switch" often is used
interchangeably with router, but switch is a general term without a rigorous technical
definition. In marketing usage, it is generally optimized for Ethernet LAN interfaces
and may not have other physical interface types. In comparison, a network hub does
not do any routing, instead every packet it receives on one network line gets
forwarded to all the other network lines.
What is Routing?
o The term “routing” is used for taking a packet from one device and sending it
through the network to another device on a different network.
o Routers don’t really care about hosts—they only care about networks and the
best path to each network.
Routers route traffic to all the networks in your internetwork. To be able to route
packets, a router must know, at a minimum, the following:

Destination address

Neighbour routers from which it can learn about remote networks

Possible routes to all remote networks

The best route to each remote network

How to maintain and verify routing information
Routing Example:

192.168.20.1
F 0/0

192.168.10.1
F 0 /0

1 9 2 .1 6 8 .1 0 .2

1 9 2 .1 6 8 .2 0 .2
In te rn e t

•
•

Routing is taking place from Host_A to Host_B through the Lab_A Router.
To be able to route, the router must know how to get into the network
172.16.20.0.
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Routing Types:1. Static Routing
2. Default Routing
3. Dynamic Routing
3. Static Routing
Static routing occurs when you manually add routes in each router’s routing table.
By default, Static routes have an Administrative Distance (AD) of 1
Features
 There is no overhead on the router CPU
 There is no bandwidth usage between routers
 It adds security, because the administrator can choose to allow routing access to
certain networks only.
Configuration Static Routing using Cisco IOS operating System
Router(config)#ip route Destination_network Mask Next-Hop_Address (or)
Router(config)#ip route Destination_network Mask Exit interface
ip route : The command used to create the static route.
destination_network : The network you’re placing in the routing table.
mask : The subnet mask being used on the network.
next-hop_address : The address of the next-hop router
Exitinterface : You can use it in place of the next-hop address
administrative_distance : By default, static routes have an administrative distance
of 1
DTE

DCE

DTE

DCE

F 0 /0

F 0 /0
S 0 /0

S 0 /0

S 0 /1

S 0 /0

D T E - D a ta T e r m i n a l E q u i p m e n t
D C E - D a ta C o m m u n ic a tio n E q u ip m e n t

4. Default Routing
Default routing is used to send packets with a remote destination network not
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in the routing table to the next-hop router.
We can only use default routing on stup networks. Those with only one exit
Path out of the network.
Configuration Default Routing using Cisco IOS operating System
Router(config)#ip route 0.0.0.0 0.0.0.0 Next-Hop_Address
Router(config)#ip route 0.0.0.0 0.0.0.0 Exit interface
Router(config)#ip default-network.

5. Dynamic Routing
Dynamic routing is when protocols are used to find networks and update routing
table on routers.
A routing protocol defines the set of rules used by router when it
communicates routing information between neighbour routers
There are two type of routing protocols used in internetworks:
 Interior Gateway Protocols (IGPs)
IGPs are used to exchange routing information with routers in the same
Autonomous System (AS) number.
 Exterior Gateway Protocols (EGPs)
EGPs are used to communicate between different Autonomous
System.
Autonomous System
An autonomous system is a collection of networks under a common administrative
domain, which basically means that all routers sharing the same routing table
information are in the same AS.
Routing Protocol Basics
•

Administrative Distances

•

Routing protocol

•

Routing Loops

1. Administrative Distances
The Administrative Distance (AD) is used to rate the trustworthiness of routing
information received on a router from a neighbour router. An Administrative Distance
is an integer from 0 to 255, where 0 is the most trusted and 255 means no traffic will
be passed via this route.
If a router receives two updates listing he sane remote network, the first thing
the router checks is the AD. If one of the advertised routes has lower AD than the
other, then the route with the lowest AD will be placed in the routing table.
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If both advertised routes to the same network have the same AD, then routing
protocol metrics (such as hop count or bandwidth of the lines) will be used to find the
best path to the remote network. The advertised route with the lowest metric will be
placed in the routing table.
But if both advertised routes have the same AD as well as the same metrics,
then the routing protocol will load-balance in the remote network
2. Default Administrative Distances

Route Source

Default AD

Connected interface

0

Static Route

1

EIGRP

90

IGRP

100

OSPF

110

RIP

120

External EIGRP

170

Unknown 255

This route will never be used

Routing Protocols
There are three classes of Routing Protocol
• Distance vector protocol
• Link state protocol
• Hybrid protocol
Distance vector protocol
The Distance-vector protocols find the best path to remote network by judging
distance. Each time a packet goes through a router, that’s called a hop. The route
with the least number of hops to the network is determined to be the best route. The
vector indicates the direction to the remote network. They send the entire routing
table to directly connected neighbours.
Ex: RIP, IGRP.
Link state protocol
Also called shortest-path-first protocols, the routers each create three
separate tables. One keeps track of directly attached neighbours, one determines
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the topology of the entire internet work, and one is used as the routing tables. Link
state routers know more about the internet work than any distance-vector routing
protocol. Link state protocols send updates containing the state of their own links to
all other routers on the network
Ex: OSPF
Hybrid protocol
Hybrid protocol use aspects of both distance-vector and link state protocol.
Ex: EIGRP
Route Poisoning
When a network goes down, Router initiates route poisoning by advertising that
Network as 16, or unreachable. When Router C receives a route poisoning from
Router E, it sends an update, called a poison reverse, back to Router. This ensures
all routes on the segment have received the poisoned route information.
Router Configuration Modes

 User mode (or) Console mode - Router>

(user logon mode)

 Privilege mode

(user logon mode)

- Router#

 Global Configuration mode

- Router(config)#

 Specification mode

- Router(config-if)#

Password set to Console mode
Router>enable
Router#configuration terminal
Router(config)#line console 0
Router(config-line)#password *****
Router(config-line)#login
Password set to Privilege mode
Text Password
Router>enable
Router#configuration terminal
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Router(config)#enable password *****
Secret Password
Router>enable
Router#configuration terminal
Router(config)#enable secret *****
Password set to Auxiliary port
Router>enable
Router#configuration terminal
Router(config)#line aux 0
Router(config-line)#password *****
Router(config-line)#login
Configure IP address to LAN port
Router>enable
Router#configuration terminal
Router(config)#interface Fastethernet 0/0
Router(config-if)#ip address ***.***.***.***. ***.***.***.***
Router(config-if)#no shutdown

Various Types of Dynamic Routing
1. Routing Information Protocol (RIP)







Routing Information Protocol is a true distance-vector routing protocol.
It sends the complete routing table out to all active interfaces every 30
seconds.
RIP only uses hop count to determine the best way to remote network, but it
has a maximum allowable hop count of 0-15 by default, meaning that 16 is
deemed unreachable.
RIP version 1 uses only class full routing, which means that all devices in the
network must use the same subnet mask.
RIP version 2 provides something called prefix routing, and does send subnet
mask information with the route updates. This is called classless routing.
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RIP Timers
RIP uses three different kinds of timers to regulate its performance.
Route update timer
Router update timer sets the interval 30 seconds between periodic routing updates,
in which the router sends a complete copy of its routing table out to all neighbours.
Router invalid timers
A router invalid timer determines the length of time that must elapse 180 seconds
before a router determines that a route has become invalid. It will come to this
conclusion if it hasn’t heard any updates about a particular route for that period.
When that happens, thee router will send out updates to all its neighbours letting
them know that the route is invalid.
Hold-down timer
This sets the amount of time during which routing information is suppressed. Routers
will enter into the hold-down state when an update packet is received that indicated
the route is unreachable. This continues until entire an update packet is received
with a better metric or until the hold-down timer expires. The default is 180 seconds
Route flush timer
Route flush timers’ sets the time between a route becoming invalid and its interval
from the routing table 240 seconds. Before it’s removed from the table, the router
notifies its neighbours of that route’s impending demise. The value of the route
invalid timer must be less than that of the route flush timers
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2. Routing Information Protocol Version 2
•

Both RIPv1 and RIPv2 are distance-vector protocols, which means that each
router running RIP sends its complete routing tables out all active interfaces at
periodic time intervals.

•

The timers and loop-avoidance schemes are the same in both RIP versions.

•

Both RIPv1 and RIPv2 are configured as classful addressing, (but RIPv2 is
considered classless because subnet information is sent with each route update)

•

Both have the same administrative distance (120)

•

RIP is an open standard, you can use RIP with any brand of router.

•

Alogrithm – Bellman Ford

•

Multicast addresse 224.0.0.9
RIP Version 1

RIP Version 2

Distance Vector

Distance Vector

Maximum hop count of 15

Maximum hop count of 15

Classful

Classless

No support for VLSM

Supports VLSM networks

No support for discontiguous

Support discontiguous networks

3. Interior Gateway Routing Protocol (IGRP)
 Interior Gateway Routing Protocol (IGRP) is a Cisco-proprietary distance-vector
routing protocol.
 To use IGRP, all your routers must be Cisco routers.
 IGRP has a maximum hop count of 255 with a default of 100.
 IGRP uses bandwidth and delay of the line by default as a metric for determining
the best route to an internetwork.
 Reliability, load, and maximum transmission unit (MTU) can also be used,
although they are not used by default.
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Note:
The main difference between RIP and IGRP configuration is that when you configure
IGRP, you supply the autonomous system number. All routers must use the same
number in order to share routing table information.

IGRP

RIP

Can be used in large internetworks

Works best in smaller networks

Uses an autonomous system number for

Does not use autonomous system

activation
Gives a full route table update every 90

numbers
Gives full route table update every 30

seconds

seconds

Has an administrative distance of 100

Has an administrative distance of 120

Uses bandwidth and delay of the line as

Uses only hop count to determine the

metric (lowest composite metric),with a

best path to a remote network, with 15

maximum hop count of 255

hops being the maximum

IGRP TIMERS
To control performance, IGRP includes the following timers with default settings:
Update timers:
These specify how frequently routing-update messages should be sent. The default
is 90 seconds.
Invalid timers:
These specify how long a router should wait before declaring a route invalid if it
doesn’t receive a specific update about it. The default is three times the update
period.
Holddown timers:
These specify the holddown period. The default is three times the update timer
period plus 10 seconds.
Flush timers:
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These indicate how much time should pass before a route should be flushed from
the routing table. The default is seven times the routing update period. If the update
timer is 90 seconds by default, then 7 × 90 = 630 seconds elapse before a route will
be flushed from the route table.
4. EIGRP (Enhanced Interior Gateway Routing Protocol)
o Enhanced IGRP (EIGRP) is a classless, enhanced distance-vector protocol
that gives us a real edge over IGRP.
o Like IGRP, EIGRP uses the concept of an autonomous system to describe
the set of contiguous routers that run the same routing protocol and share
routing information.
o But unlike IGRP, EIGRP includes the subnet mask in its route updates
o The advertisement of subnet information allows us to use VLSM and
summarization when designing our networks.
o EIGRP is sometimes referred to as a hybrid routing protocol because it has
characteristics of both distance-vector and link-state protocols.
o It sends traditional distance-vector updates containing information about
networks plus the cost of reaching them from the perspective of the adverting
router
o EIGRP has a maximum hop count of 255.
o
Powerful features that make EIGRP a real standout from IGRP

Support for IP, IPX, and AppleTalk via protocol-dependent modules
Considered classless (same as RIPv2 and OSP

Support for VLSM/CIDR

Support for summaries and discontiguous networks

Efficient neighbour discovery

Communication via Reliable Transport Protocol (RTP)

Best path selection via Diffusing Update Algorithm (DUAL)
Note: Cisco calls EIGRP a distance vector routing protocol, or sometimes an
Advanced distance vector or even a hybrid routing protocol.
• EIGRP supports different Network layer protocols through the use of protocoldependent modules (PDMs).
• Each EIGRP PDM will maintain a separate series of tables containing the
routing information that applies to a specific protocol.
• It means that there will be IP/EIGRP tables, IPX/EIGRP tables, and
AppleTalk/EIGRP tables.
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Neighbour Discovery
Before EIGRP routers are willing to exchange routes with each other, they must
become neighbhors.There are three conditions that must be met for neighbhorship
establishment:
 Hello or ACK received
 AS numbers match
 Identical metrics (K values)
To maintain the neighbhorship relationship, EIGRP routers must also continue
receiving Hellos from their neighbours.
EIGRP routers that belong to different autonomous systems (Saes) don’t
automatically share routing information and they don’t become neighbours.
The only time EIGRP advertises its entire routing table is when it discovers a new
neighbour and forms an adjacency with it through the exchange of Hello packets.
When this happens, both neighbours advertise their entire routing tables to one
another. After each has learned its neighbour’s routes, only changes to the routing
table are propagated from then on.
EIGRP maintains three tables containing information about the internetworks.
Neighbour Table
Records information about routers with whom neighbour relationships have been
formed.
Topology Table
Stores the route advertisements about every route in the internetwork received from
each neighbour.
Routing Table
Stores the routes that are currently used to make routing decisions.
EIGRP IP Routing Table
List of directly connected routers
running EIGRP with which this
router has an adjacency

List of all routers learned from
Each EIGRP neighbours

IP IGRP Neighbours Table
Next-Hop Router
Interface
IP EIGRP Topology Table
Destination 1

FD and AD via each
neighbours
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List of all best routes from EIGRP
topology table and other
routing processes

The IP Routing Table
Destination
Best Route

Feasible distance
This is the best metric along all paths to a remote network, including the
metric
to the neighbour that is advertising that remote network. This is the route that you will
find in the routing table, because it is considered the best path. The metric of a
feasible distance is the metric reported by the neighbour (called reported distance),
plus the metric to the neighbour reporting the route.
Reported distance ( Advertised Distance )
This is the metric of a remote network, as reported by a neighbour. It is also
the routing table metric of the neighbour.
Neighbour table
Each router keeps state information about adjacent neighbours. When a newly
discovered neighbour is learned, the address and interface of the neighbour are
recorded, and this information is held in the neighbour table, stored in RAM. There
is one neighbour table for each protocol-dependent module
.
Topology table
The topology table is populated by the PDMs and acted upon by the Diffusing
Update Algorithm (DUAL). It contains all destinations advertised by neighbouring
routers, holding each destination address and a list of neighbours that have
advertised the destination. For each neighbour, the advertised metric is recorded,
which comes only from the neighbour’s routing table. If the neighbour is advertising
this destination, it must be using the route to forward packets.
Feasible successor
A destination entry is moved from the topology table to the routing table when there
is a feasible successor. A feasible successor is a path whose reported distance is
less than the feasible distance, and it is considered a backup route. EIGRP will keep
up to six feasible successors in the topology table. Only the one with the best metric
(the successor).is placed in the routing table.
Successor
A successor route is the best route to a remote network. A successor route is used
by EIGRP to forward traffic to a destination and is stored in the routing table. It is
backed up by a feasible successor route that is stored in the topology table—if one is
available.
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•
•

A feasible successor is a backup route and is stored in the topology table.
A successor route is stored in the topology table and also placed in the
routing table.

Reliable Transport Protocol (RTP)
o EIGRP uses a proprietary protocol, called Reliable Transport Protocol (RTP),
to manage the communication of messages between EIGRP-speaking routers.
o EIGRP sends updates via multicast traffic, it uses the Class D address
224.0.0.10.
o If EIGRP doesn’t get a reply from a neighbour, it will switch to using unicast's to
resend the same data.
o If it still doesn’t get a reply after 16 unicast attempts, the neighbour is declared
dead.
o This process is referred to as reliable multicast
Diffusing Update Algorithm (DUAL)
EIGRP uses Diffusing Update Algorithm (DUAL) for selecting and
maintaining the best path to each remote network. This algorithm allows for the
following:
o Backup route determination if one is available
o Support of Variable-Length Subnet Masks (VLSMs)
o Dynamic route recoveries
o Queries for an alternate route if no route can be found
DUAL provides EIGRP with possibly the fastest route convergence time among all
protocols.
EIGRP Metrics
Another really sweet thing about EIGRP is that unlike many other protocols
that use a single factor to compare routes and select the best possible path, EIGRP
can use a combination of four:
 Bandwidth
 Delay
 Load
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 Reliability
 MTU
Like IGRP, EIGRP uses only bandwidth and delay of the line to determine the
best path to a remote network by default.
Maximum Paths and Hop Count
By default, EIGRP (and IGRP) can provide unequal cost load balancing of up to four
links. However, you can have EIGRP actually load balance across up to six links.
EIGRP (and IGRP) has a maximum hop count of 100, but can be set up to 255.
If you need to stop EIGRP from working on a specific interface, such as
Ethernet interface or a serial connection to the Internet. Configure with passiveinterface interface command.
By using the no auto-summary command, EIGRP will advertise all the
subnets between the two routers. If the networks were larger, you could then provide
manual summarization on these same boundaries.
5. OSPF (Open Shortest Path First)
Open Shortest Path First (OSPF) is an open standards routing protocol that’s been
implemented by a wide variety of network vendors, including Cisco.
This works by using the Dijkstra algorithm. First, a shortest path tree is
constructed, and then the routing table is populated with the resulting best paths.
OSPF converges quickly, although perhaps not as quickly as EIGRP, and it supports
multiple, equal-cost routes to the same destination. But unlike EIGRP, it only
supports IP routing.
OSPF provides the following features

Consists of areas and autonomous systems

Minimizes routing update traffic

Allows scalability

Supports VLSM/CIDR

Has unlimited hop count

Allows multi-vendor deployment (open standard)
Note: OSPF is the first link-state routing protocol that most people are introduced to.
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OSPF and RIP comparison

Characteristic

OSPF

RIPv2

RIPv1

Type of protocol

Link-state

Distance-vector

Classless support

Yes

Yes

Distancevector
No

VLSM support

Yes

Yes

No

Auto summarization

No

Yes

Yes

Manual summarization

Yes

No

No

Discontiguous

Yes

Yes

No

Route propagation
Path metric

Multicast on
change
Bandwidth

Periodic
multicast
Hops

Periodic
multicast
Hops

Hop count limit

None

15

15

Convergence

Fast

Slow

Slow

Peer authentication

Yes

Yes

No

Hierarchical network

Yes (using
areas)

Yes

No

Updates Event

Triggered

Route computation

Dijkstra

Routetable
updates
Bellman-Ford

Routable
updates
Bell-Ford

OSPF is supposed to be designed in a hierarchical fashion, which basically means
that you can separate the larger internetwork into smaller internetworks called areas.
This is the best design for OSPF.
The reasons for creating OSPF in a hierarchical design include:
• To decrease routing overhead
• To speed up convergence
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• To confine network instability to single areas of the network
Each router in the network connects to the backbone called area 0, or the backbone
area. OSPF must have an area 0, and all routers should connect to this area if at all
possible. But routers that connect other areas to the backbone within an AS are
called Area Border Routers (ABRs). Still, at least one interface must be in area 0.
OSPF runs inside an autonomous system, but can also connect multiple
autonomous systems together. The router that connects these ASes together is
called an Autonomous System Boundary Router (ASBR).

OSPF TERMINOLOGY
Link
A link is a network or router interface assigned to any given network. When
an interface is added to the OSPF process, it’s considered by OSPF to be a link.
Router ID
The Router ID (RID) is an IP address used to identify the router. Cisco
chooses the Router ID by using the highest IP address of all configured loopback
interfaces. If no loopback interfaces are configured with addresses, OSPF will
choose the highest IP address of all active physical interfaces.
Neighbours
Neighbours are two or more routers that have an interface on a common
network, such as two routers connected on a point-to-point serial link.
Adjacency
An adjacency is a relationship between two OSPF routers that permits the
direct exchange of route updates. OSPF is really picky about sharing routing
information—unlike EIGRP, which directly shares routes with all of its neighbours.
Instead, OSPF directly shares routes only with neighbours that have also established
adjacencies. And not all neighbours will become adjacent—this depends upon both
the type of network and the configuration of the routers.
Hello protocol
The OSPF Hello protocol provides dynamic neighbour discovery and
maintains neighbour relationships. Hello packets and Link State Advertisements
(LSAs) build and maintain the topological database. Hello packets are addressed to
224.0.0.5.
Neighbourship database
The neighbourship database is a list of all OSPF routers for which Hello
packets have been seen. A variety of details, including the Router ID and state, are
maintained on each router in the neighbourship database.
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Topology database
The topology database contains information from all of the Link State
Advertisement packets that have been received for an area. The router uses the
information from the topology database as input into the Dijkstra algorithm that
computes the shortest path to every network. LSA packets are used to update and
maintain the topology database.
Link State Advertisement
A Link State Advertisement (LSA) is an OSPF data packet containing linkstate and routing information that’s shared among OSPF routers. There are different
types of LSA packets. An OSPF router will exchange LSA packets only with routers
to which it has established adjacencies.
Designated router
A designated router (DR) is elected whenever OSPF routers are connected
to the same multi-access network. A prime example is an Ethernet LAN.
Backup designated router
A backup designated router (BDR) is a hot standby for the DR on multiaccess links The BDR receives all routing updates from OSPF adjacent routers, but
doesn’t flood LSA updates.
OSPF areas
An OSPF area is a grouping of contiguous networks and routers. All routers in the
same area share a common Area ID.
Broadcast (multi-access)
Broadcast (multi-access) networks such as Ethernet allow multiple devices to
connect to (or access) the same network, as well as provide a broadcast ability in
which a single packet is delivered to all nodes on the network. In OSPF, a DR and a
BDR must be elected for each broadcast multi-access network.
Non-broadcast multi-access
Non-Broadcast Multi-Access (NBMA) networks are types such as Frame Relay,
X.25, and Asynchronous Transfer Mode (ATM). These networks allow for multiaccess, but have no broadcast ability like Ethernet. So, NBMA networks require
special OSPF configuration to function properly and neighbour relationships must be
defined.
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Point-to-point
Point-to-point refers to a type of network topology consisting of a direct connection
between two routers that provides a single communication path. The point-to-point
connection can be physical, as in a serial cable directly connecting two routers, or it
can be logical.
Point-to-multipoint
Point-to-multipoint refers to a type of network topology consisting of a series of
connections between a single interface on one router and multiple destination
routers. All of the interfaces on all of the routers sharing the point-to-multipoint
connection belong to the same network. As with point-to-point, no DRs or BDRs are
needed.
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Switch
LAN Segments
In a collision domain, a frame sent by a device can cause collision with a frame sent
by another device in the same collision domain. Moreover, a device can hear the
frames destined for any device in the same collision domain.
In a broadcast domain, a broadcast frame sent by a device can be received by all
other devices in the same broadcast domain.
A LAN segment or an Ethernet network segment consists of the devices connected
with a coaxial cable or a hub. The devices are in the same collision domain.
Ethernet congestion problem
Ethernet congestion problem occurs when too many devices are connected to the
same Ethernet network segment; such that the high network bandwidth utilization
increases the possibility of collision, which causes degradation of network
performance.
LAN segmentation
LAN segmentation solves the congestion problem by breaking the network into
separate segments or collision domains using bridges, switches or routers (but not
hub s or repeaters). LAN segmentation can reduce the number of collisions in the
network and increase the total bandwidth of the network (e.g. 10 Mbps for one
segment, 20 Mbps for two segments, 30 Mbps for three segments, and so on).
80/20 rule
The 80/20 rule should be used when designing how to segment a network, i.e. 80%
or more data traffic should be on the local network segment while 20% or less data
traffic should cross network segments.
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Layer 2 Switching
•
Layer – 2 switching is hardware based, which means it uses the MAC
address from the host NIC card to filter the network traffic.
•

Layer 2 switch can be considered as multi port bridge.

•
Layer 2 switches are fast because they do not look at the network layer
header information, instead it looks at the frames hardware address before
deciding to either forward the frame or drop it.
Layer 2 Switching Provides the Following:
•
•
•
•

Hardware based bridging
Wire speed
Low latency
Low cost.

Limitations of Layer 2 Switching
With bridge the connected networks are still one large broadcast domain.
Layer 2 switch cannot break the broadcast domain, this cause performance issue
which limits the size of your network.
For this one reason the switch cannot completely replace routers in the internetwork.
Bridging v/s LAN Switching
Layer 2 switches are just bridges with more ports, however there are some important
differences.
Bridges are software based. While switches are hardware based because they use
ASIC (Application Specific Integrated Circuit) chip that help make filtering decisions.
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LAN Switching
1. Address learning – learning the MAC addresses of the connected devices to
build the bridge table.
2. Forward and filter decision – forwarding and filtering frames based on the
bridge table entries and the bridge logic.
3. Loop avoidance – avoiding network loop by using Spanning Tree Protocol
A bridge or switch maintains a forwarding table (also known as bridge table or MAC
address table) which maps destination physical addresses with the interfaces or
ports to forward frames to the addresses.
A bridge or switch builds a bridge table by learning the MAC addresses of the
connected devices. When a bridge is first powered on, the bridge table is empty. The
bridge listens to the incoming frames and examines the source MAC addresses of
the frames. For example, if there is an incoming frame with a particular source MAC
address received from a particular interface, and the bridge does not have an entry
in its table for the MAC address, an entry will be created to associate the MAC
address with the interface.
The default aging time for an entry in a bridge table is 300 seconds (5 minutes). It
means that an entry will be removed from the bridge table if the bridge has not heard
any message from the concerned host for 5 minutes.

VLAN Operation Overview
A Virtual LAN (VLAN) is a broadcast domain created based on the functional,
security, or other requirements, instead of the physical locations of the devices, on a
switch or across switches. With VLANs, a switch can group different interfaces into
different broadcast domains. Without VLANs, all interfaces of a switch are in the
same broadcast domain; switches connected with each other are also in the same
broadcast domain, unless there is a router in between.
Different ports of a switch can be assigned to different VLANs. A VLAN can also
span multiple switches.
The advantages of implementing VLAN are:
. It can group devices based on the requirements other than their physical
Locations.
. It breaks broadcast domains and increases network throughput.
. It provides better security by separating devices into different VLANs.
. Since each VLAN is a separate broadcast domain, devices in different VLANs
cannot listen or respond to the broadcast traffic of each other.
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. Inter-VLAN communication can be controlled by configuring access control
lists on the router or Layer 3 switch connecting the VLANs.
VLANs can be configured using one of the following two methods:
Static VLAN
Assigning VLANs to switch ports based on the port numbers.
It is easier to set up and manage.
Dynamic VLAN
Assigning VLANs to switch ports based on the MAC addresses of the
devices connected to the ports.
A VLAN management application is used to set up a database of MAC addresses,
and configure the switches to assign VLANs to the switch ports dynamically based
on the MAC addresses of the connected devices. The application used by Cisco
switches is called VLAN Management Policy Server (VMPS).
Cisco switches support a separate instance of spanning tree and a separate bridge
table for each VLAN.

VLAN Operation

•
•
•

Each logical VLAN is like a separate physical bridge.
VLANs can span across multiple switches.
Trunks carry traffic for multiple VLANs.
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•

Trunks use special encapsulation to distinguish between different VLANs

VLAN Trunking
There are two different types of links in a switched network:
Access link
A link that is part of only one VLAN. Therefore, a port connecting to an access
link can be a member of only one VLAN.

Trunk link
A 100 Mbps or 1000 Mbps point-to-point link that connects switches or
routers, and carries frames of different VLANs. Therefore, a port connecting to a
trunk link can be a member of multiple VLANs. All VLANs are configured on a trunk
link by default.
VLAN Trunking, by making use of frame tagging, allows traffic from different VLANs
to transmit through the same Ethernet link (trunk link) across switches.
VLAN Trunking identifies the VLAN from which a frame is sent by tagging the frame
with the source VLAN ID (12-bit long). This feature is known as frame tagging or
frame identification.
With frame tagging, a switch knows which ports it should forward a broadcast frame
(forward out the ports which have the same VLAN ID as the source VLAN ID). It also
knows which bridge table it should use for forwarding an unicast frame (since a
separate bridge table is used for each VLAN).
A frame tag is added when a frame is forwarded out to a trunk link, and is removed
when the frame is forwarded out to an access link. Therefore, any device attached to
an access link is unaware of its VLAN membership.
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Network Security
Firewall
A system designed to prevent unauthorized access to or from a private network.
Firewalls can be implemented in both hardware and software, or a combination of
both. Firewalls are frequently used to prevent unauthorized Internet users from
accessing private networks connected to the Internet, especially intranets. All
messages entering or leaving the intranet pass through the firewall, which examines
each message and blocks those that do not meet the specified security criteria.
There are several types of firewall techniques:
•

•

•

•

Packet filter: Looks at each packet entering or leaving the network and accepts
or rejects it based on user-defined rules. Packet filtering is fairly effective and
transparent to users, but it is difficult to configure. In addition, it is susceptible
to IP spoofing.
Application gateway: Applies security mechanisms to specific applications,
such as FTP and Telnet servers. This is very effective, but can impose
performance degradation.
Circuit-level gateway: Applies security mechanisms when
a TCP or UDP connection is established. Once the connection has been made,
packets can flow between the hosts without further checking.
Proxy server: Intercepts all messages entering and leaving the
network. The proxy server effectively hides the true

Two types of firewall:
1. hardware firewall
81
SUSCET, Tangori

Designing of College’s Computer Network
2. software firewall
Hardware firewall:- it is also called physical in this we use physical device to
controller the network traffic h/w firewall much secure as compare to any other
firewall.
Software firewall: - it is a logical security. It is also use to protect the network from
one unknown access. Software firewall is already in operating system

Access Control List
It is a Cisco firewall & it is by default available in Cisco operating system ACL is CLI
based. ACL is used for secure the network & increases the reliability & function of a
n/w it is manually configured by admin ACL is by default deny
Attribute of ACL
1. Type of access list
• Standard ACL
• Extended ACL
2. Access condition list
• Deny
• Permit
3. Wild card mask
4. Inbound, Outbound
Access List Condition
It is a condition. it is implement by Admin manually design which n/w has permit to
communicate with mean or not .if the access list is in deny mode then it is stop or
discard the packet . If the access list permits condition then ACL does not discard
the packet
Wild Card Mask it is permission how many host are available or
permit communicate with other location
Inbound Outbound it is conditional of ACL. It defined user packet are check data
Enter Inside router / move outside router
Syntax
Router(config)# access list 1 deny <ip address>
Router(config)# access list 1 permit any
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